 IT POLICY
___________________________________________ recognises the invaluable benefits that email and internet use offer and access to both will be given to all staff and volunteers who use a computer in the course of their work and have been allocated a personal password.  Employees will be provided with an Internet connection and allocated an email account with an address for research purposes and work related communications.  Passwords will be allocated by the office Manager at an early stage in the induction process. You are responsible for the security of your terminal; access must not be allowed to unauthorised persons and passwords must not be divulged to anyone, even colleagues.  

All queries regarding this policy, in particular regarding security matters, access to software and possible breaches of the policy should be directed to the office manager who will bring it to the attention of the _______________________________ Director. 
Email

The advantages of using email include:

· It is a fast and inexpensive way of delivering messages and documents across long or short distances. 

· Information can be shared quickly and consistently between any number of people. 
· It removes the need to print and distribute information by conventional means

However there are a number of challenges associated with e-mail and employees should note the following.  

· e-mail is not the informal and transient form of communication that many people think it is, even ‘deleting’ or ‘trashing’ a message does not mean it is unrecoverable and it has the same authority as any other communication to and from the organisation

· binding contracts may be inadvertently created 
· the same laws apply to email as to any other written document and that therefore employees should avoid making any inaccurate or defamatory statements about colleagues or other parties (deliberate or otherwise)

· e-mails are not confidential, and can be read by anyone given sufficient levels of expertise 

· the ease and speed of e-mail can lead to inadequate thought going into a message, and the possibility of the words or tone being misinterpreted by the recipient.  Abrupt, inappropriate and unthinking use of language can lead to a bullying tone and possible offence to others​ even harassment, ​ for example, capitals are often interpreted as shouting

· it can stifle face to face communication or be used to abdicate the responsibility of communicating messages that should be done in person.  Consider whether a phone call may be a better way of discussing a complex or confidential matter

· intensive use of e-mail, and unnecessarily wide broadcasting, can lead to ‘information overload’ with vital information being lost in many messages that are irrelevant and risking stress as colleagues try to keep up with the number of e-mails received

· a disclaimer will be added automatically to external email but employees must act responsibly when writing email, and to seek advice from their line manager before sending a message if there is any doubt about its contents
Wrongly delivered messages should be redirected to the correct person.  If the email message contains confidential information, use must not be made of that information and nor must it be disclosed.

The importation of viruses is often through downloading files and programmes from external sources.


Internet
The Internet  can be an invaluable tool or resource to support employees’ normal duties and responsibilities, and gives access to large amounts of information which is often more up-to-date than in traditional sources like libraries. Unfortunately, as the Internet is uncontrolled, some of this information is less accurate than it may appear. Employees should be aware that there are risks attached to obtaining and using such unregulated information.

Employees should also be careful not to inadvertently waste time when using the internet. Researching on the web can be time consuming and it is very easy to become unfocused when browsing. 

Introduction of viruses


The greatest risk from viruses lies in downloaded programs and executable files.  All software for use in this organisation must be obtained from controlled legal sources by the office manager. Software must not be downloaded without the office manager’s clearance.

Personal use

Providing it does not interfere with the efficient operation of the organisation’s work, employees are permitted to use both email and internet for personal use in their own time e.g. in their lunch break.  

However employees must note that any breaches of the rules for access noted under ‘Misuse’ below will be dealt with under the organisation’s disciplinary procedures and will be treated very seriously.

Misuse 

Employees should note that the following list of possible areas of misuse is not exhaustive and that some are illegal

· Intentionally seeking to damage or disrupt any part of the IT facilities or breaching the IT security controls

· Deliberate accessing of offensive, obscene or indecent material from the Internet, such as pornography, racist or sexist material, violent images, incitement to criminal behaviour etc is forbidden.

· Accessing online diaries, known as web logging or ‘blogging’ is unacceptable use.  This organisation should not be discussed on an online diary or on msg (messenger) boards.

· The sending of inappropriate messages, for instance any that might cause offence or harassment on grounds of sex, race, disability, age, religion is forbidden
· copyright and licensing restrictions might apply to downloaded and forwarded material, whether Internet or e-mail,  including unauthorized software, games, magazine disc items etc.
Employees should note that sites visited via the Internet are traceable.
 

Monitoring

Employees should be aware that internet use and email may be monitored for business purposes from time to time e.g. to access email accounts of staff absent on sick leave.  Any email that is clearly marked as personal will not to read. 
Breach of Policy (Discipline) 

Employers carry a high degree of responsibility for their employees' activities when using e-technology. Because of this responsibility, misuse of the organisation’s email or internet facilities will be treated very seriously.

Breaches of policy or misuse will be dealt with under the organisation’s disciplinary procedures.  Such breaches could range from being inconsiderate to illegal activity; therefore action taken under these procedures could range from a verbal warning to instant dismissal.
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